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Introduction & Positioning 

This guide reviews AI-based authentication technologies, cryptographic systems, blockchain solutions, 

NFC/RFID and secure QR technologies to support textile supply chain traceability and Digital Product 

Passport (DPP) implementation. 

This guide does not promote specific vendors or commercial solutions. It focuses on functional 

capabilities, limitations and SME-relevant use cases. 

Authentication systems support human verification and informed decision-making. They do not replace 

professional judgement and must follow the EU human-centered AI approach. 

SMEs must ensure data integrity, appropriate access control and compliance with data protection 

requirements.      

 

 

 

 

Learning Outcomes  

The No Fake Fashion project aligns its educational resources with recognized European frameworks and 

standards. The learning outcomes presented in this guide are structured in accordance with the European 

Digital Competence Framework (DigComp2.0), supporting the development of practical digital 

competences related to authentication technologies, secure data management, and Digital Product 

Passport (DPP) implementation within textile SMEs.  

After completing this guide, SMEs will acquire the following learning outcome: 
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Basic Technologies Overview  

Fashion design today combines creativity, technology, sustainability, and cultural awareness. The 

following infographic highlights the key stages and ideas that shape innovative fashion practices, from 

concept development and digital tools to ethical production and identity-driven design. Use it as a visual 

guide to better understand how these elements connect within the modern fashion industry. 
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As fashion supply chains become increasingly complex, traceability and Digital Product Passports (DPPs) 

are emerging as essential tools for transparency, authenticity, and sustainability. Within the No Fake 

Fashion project, SMEs are encouraged to adopt practical and accessible traceability solutions that do not 

require advanced IT expertise. These systems can support product verification, improve consumer trust, 

and strengthen protection against counterfeit goods. AI-based analysis further enhances this process by 

identifying anomalies in textile structures, labels, and material composition. 
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Fashion companies are adopting advanced digital solutions to improve transparency, traceability, and 

product verification. Blockchain and distributed ledgers create secure and shared digital records that 

cannot easily be modified or deleted. In the context of fashion authentication, they allow brands to 

store and verify information about a product’s origin, production process, logistics, and ownership 

history in a transparent and reliable way. 
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Image Recognition & Anomaly Detection 

Artificial Intelligence is transforming textile traceability by enabling faster and more accurate material 

verification across the fashion supply chain. Through advanced image recognition systems, AI can analyze 

fiber structure, weave density, and surface texture to identify subtle differences that are often invisible 

to the human eye. High-resolution textile analysis can help detect inconsistencies, monitor production 

quality, and reduce the risks linked to counterfeit or misidentified materials.  By improving accuracy in 

production and verification processes, these technologies can also help prevent textile surplus, minimize 

unnecessary waste, and support more sustainable manufacturing practice 

 

 

Digital Product Passport Integration  

 Digital Product Passport (DPP) connects all authentication records, supporting end-to-end traceability, 

proof of authenticity, and greater transparency for consumers and regulators. 

Authentication technologies complement human oversight and should be implemented in line with EU 

requirements for security, data integrity, and privacy. 
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Case-Based Functional Examples 

These case-based examples demonstrate how SMEs in the textile sector can implement Digital Product 

Passport (DPP) technologies in a gradual and realistic way, addressing operational challenges related to 

traceability, authentication, and sustainability compliance. 

Case 1 - Secure QR codes for basic product traceability  

A small textile SME producing denim garments faced increasing difficulties in managing product 

traceability across suppliers and distribution channels. The company also identified growing concerns 

related to counterfeit products and the lack of accessible product information for consumers and 

retailers.  

To address these challenges, the company implemented a secure QR code system linked to a cloud-based 

Digital Product Passport platform. Each garment received a unique encrypted QR identifier containing 

basic product information, including material composition, batch number, production country and 

supplier references.  

Operationally, the solution improved transparency across the supply chain and simplified access to 

product information for both internal teams and external stakeholders. The company also reduced 

manual documentation processes and created a scalable digital foundation for future DPP requirements.  

One of the main lessons learned was that SMEs can begin DPP implementation with relatively low cost 

technologies before moving towards more advanced systems. The company also recognised the 

importance of standardising supplier data collection from the beginning to improve future 

interoperability.  

Case 2 - NFC Integration for Internal Logistics and Authentication  

A mid-sized knitwear manufacturer operating with multiple production facilities experienced 

inefficiencies in inventory management and difficulties verifying product authenticity during warehouse 

operations and retail distribution.  

The company introduced NFC tags integrated into garment labels together with QR Digital product 

passports. NFC technology was primarily used for internal logistics, enabling faster warehouse scanning, 

inventory verification and shipment tracking, while QR codes provided consumer facing transparency and 

product information access.  

The operational impact included improved inventory accuracy, faster product verification processes and 

better coordination between production and logistics departments. The integration also strengthened 

anti-conterfeiting measures by allowing unique product authentication during distribution and retail 

stages.  

The SME learned that combining consumer facing and operational technologies creates greater value 

than relying on a single traceability tool. The company also identified employee training and supplier 

alignments as essential factors for successful technology adoption.  
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Case 3 - Blockchain, traceability for sustainable footwear  

A sustainable footwear SME exporting products to different European markets needed to improve the 

reliability and transparency of sustainability to product claims. The company also sought to strengthen 

compliance with emerging Digital Product Passport and traceability requirements.  

To support these objectives, the SME implemented a blockchain traceability system combined with RFID 

technology. RFID tags enabled automated tracking throughout manufacturing and logistics processes, 

while blockchain technology stored immutable records related to material sourcing, certifications, 

transport history and production events.  

The implementation improved supply chain transparency, reduced risks associated with data 

manipulation and facilitated access to verified sustainability information for business partners and 

consumers. It also supported audit preparation and regulatory reporting activities.  

The main lesson learned was that advanced technologies such as blockchain are most effective when 

built upon already structured and digitised supply chain data. The SME also recognised that gradual 

implementation and collaboration with suppliers are critical to ensuring long term scalability and 

operational efficiency.  
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Artificial Intelligence (AI) is increasingly used in the textile and fashion sector to support authentication, 

detect counterfeits, and improve supply chain transparency. A human-centered approach ensures that 

AI technologies remain ethical, transparent, secure, and supportive of human decision-making, while 

governance helps SMEs use these tools responsibly and in line with European values and regulations. 
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